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Kansas Courts
C y b e r s e c u r i t y  E v e n t s

Impact

Case management system down for 3 months

File exfiltration investigation lasted 7 months

October 12, 2023

Foreign actor breached state’s online case 

management system

Stole case records and judicial administration files

Threatened to post data on the dark web if 

demands weren’t met

PROPRIETARY AND CONFIDENTIAL.
https://kansasreflector.com/2023/11/21/kansas-court-officials-confirm-details-of-evil-criminal-

international-cyberattack/
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Kansas Courts
C y b e r s e c u r i t y  E v e n t s

Exfiltrated data affected 150,000 
citizens

Breached data included:
• SS#s

• Driver’s Licenses

• Payment Card Info

• Passport Numbers

• Health Insurance Policy Information

• Biometric Identifier

May 6, 2024

Office of Judicial Administration announced 

findings

PROPRIETARY AND CONFIDENTIAL.

https://kansasreflector.com/briefs/kansas-court-investigation-confirms-cyberattack-compromised-personal-data-of-150k-people/
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L.A. County
C y b e r s e c u r i t y  E v e n t s

Impact

All 36 courthouses

Impacted court website, jury system, case 

management system

July 19, 2024

LA County Courts suffered a ransomware 

attack attack

PROPRIETARY AND CONFIDENTIAL.
https://www.latimes.com/california/story/2024-07-22/la-county-court-ransomware
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AOC - Linda
C y b e r s e c u r i t y  E v e n t s

Attack

Successful phishing attack from a 

breached account.

Victim allowed MFA bypass.

PROPRIETARY AND CONFIDENTIAL.
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AOC - Linda
C y b e r s e c u r i t y  E v e n t s

Impact

Attacker sent phishing emails to 

1926 address book entries.

Statistically – 15-46 additional 

victims.

PROPRIETARY AND CONFIDENTIAL.
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AOC - Brooke
C y b e r s e c u r i t y  E v e n t s

Attack
• Attacker stole session token

• Established foothold

• Copied email box

• Added malicious document 

“arcourts.pdf”

• Emailed 795 addresses

PROPRIETARY AND CONFIDENTIAL.
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AOC - Brooke
C y b e r s e c u r i t y  E v e n t s

Impact
• Statistically 8-24 additional victims.

• At least 1 judge and 1 clerk clicked 

and entered their credentials.

• Clerk paycheck rerouted to attacker.

• Information for possible future attacks.
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Hackers
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Who is hacking?

H A C K E R S

Script Kiddies

Knowledgeable Users

Hactivists

State Actors

Organized Crime

PROPRIETARY AND CONFIDENTIAL.
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What do they want?

H A C K E R S

For state and local government, 
it’s about money.
96% of breaches for state and local governments were financially motivated in 2024. 

PROPRIETARY AND CONFIDENTIAL.
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“I don’t have anything.”

H A C K E R S

Access to a system/network 
is all a hacker needs.

PROPRIETARY AND CONFIDENTIAL.
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What Can you do to 
protect court data?

H A C K E R S

Software Updates

Malicious Emails

Artificial Intelligence 

Passwords

Multifactor Authentication (MFA)

Password Managers

PROPRIETARY AND CONFIDENTIAL.
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Key Takeaways

H A C K E R S

Don’t click on stuff

Choose a good password

PROPRIETARY AND CONFIDENTIAL.
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Software 
Updates
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Organizational 
Updates

S O F T W A R E  U P D A T E S

IT Departments should be scanning for 

missing updates and updating 

computers.

• 18% of breaches stemmed from 

vulnerabilities

• Almost 3 times as many as 2022!

2024 Verizon Data Breach Investigations Report
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S O F T W A R E  U P D A T E S

Tips

Set software to update 

automatically

*Keep in mind that updates may 

require a restart to install.

Purpose of Updates

Updates help software run better, 

add new features, and correct 

security flaws

PROPRIETARY AND CONFIDENTIAL.

“This could be a big block of 
text for quotes.” 
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The Threat

P H I S H I N G / M A L I C I O U S  E M A I L S

2026

Could be 70% again! This depends 

on tactics but phishing effectiveness 

has not decreased.

2020

70% of Public Sector breaches were 

attributed to phishing emails.

2024

4.3% of Public Sector breaches 

were attributed to phishing emails.

PROPRIETARY AND CONFIDENTIAL.
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Identifying Malicious Emails

P H I S H I N G / M A L I C I O U S  E M A I L S

PROPRIETARY AND CONFIDENTIAL.

• Try to convince you to click on a link or attachment.

• You do not know the sender and/or the email address is long/convoluted/strange.

• Word usage/grammar/punctuation errors.

• Email details that do not apply to you (package tracking, airline ticket, court/legal 

proceedings, etc.).

Can result in loss of credentials or malware (including ransomware).

Artificial Intelligence is making malicious emails more effective.
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Example Email

P H I S H I N G / M A L I C I O U S  E M A I L S

PROPRIETARY AND CONFIDENTIAL.
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Example Email

P H I S H I N G / M A L I C I O U S  E M A I L S

PROPRIETARY AND CONFIDENTIAL.
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Example Email

P H I S H I N G / M A L I C I O U S  E M A I L S

PROPRIETARY AND CONFIDENTIAL.
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What to do?

P H I S H I N G / M A L I C I O U S  E M A I L S

Verify suspicious emails with the 
sender. 

Report Suspicious emails in 
accordance with your local policy.

PROPRIETARY AND CONFIDENTIAL.
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GenAI
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G E N E R A T I V E  A I

Generative Artificial Intelligence 
processes data at speed and scale

• Summaries

• “Creating” emails, reports, haikus, etc.

• Schedules

• Travel Iteneraries

• Meeting Note after actions

• “SuperGoogle”

PROPRIETARY AND CONFIDENTIAL.
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Best Practices

G E N E R A T I V E  A I

Check your organization’s policies before 
use.

Do not put sensitive information into AI.

• PII (Personally Identifiable Information)

• Case data

• Coded secrets (keys, credentials, etc.)

If you wouldn’t put it on a public web page, 

don’t put it into AI.

Verify output.

PROPRIETARY AND CONFIDENTIAL.
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Passwords
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P A S S W O R D S

(2017 specifically listed 81% weak or 
stolen passwords)

PROPRIETARY AND CONFIDENTIAL.
*2024 Verizon Data Breach Investigations Report

83% of hacking-related Public Administration breaches 
leveraged “stolen credentials” 
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Password Tips

P A S S W O R D S

• Don’t share your password with anyone.

• Use all 4 character types.

• The longer, the better.

PROPRIETARY AND CONFIDENTIAL.

• Use a different password for each account.
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Legislative Audit 
Requirements

P A S S W O R D S

Password Changes

• Every 90 days for 8 character minimum

• Every 185 days with 12 character minimum

Password Length

• Minimum of 8 characters

• “We strongly recommend using 12 

characters.”

PROPRIETARY AND CONFIDENTIAL.
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Password Best 
Practices

P A S S W O R D S

Password manager

Lastpass**

Bitwarden

Keepass

RoboForm

Four random common words

correct horse battery staple

Passphrase examples

Not today, Death. 

Not today, D3ath.

PROPRIETARY AND CONFIDENTIAL.
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Password 
Reuse
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P A S S W O R D  R E U S E

Bitwarden research indicates that 85% of users 

worldwide reuse passwords on multiple sites.

A Cybernews study that examined over 19 billion passwords leaked 

between April 2024 and April 2025 found that a staggering 94% 

of them were reused or duplicated. Only 6% were unique. This 

highlights a widespread "epidemic of weak password reuse."

PROPRIETARY AND CONFIDENTIAL.
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Credential Stuffing

P A S S W O R D  R E U S E

• Credential stuffing

• Roku Customer Accounts 

(2024): Threat actors conducted 

two credential stuffing attacks 

against Roku customers, 

compromising 15,363 accounts 

in the first attack and 

approximately 576,000 in the 

second. In these attacks, 

attackers stole around 400 

financial credentials for 

unauthorized purchases.

• Avoid password reuse!

PROPRIETARY AND CONFIDENTIAL.

Headline: https://www.intego.com/mac-security-blog/roku-leaks-576000-accounts-its-second-data-breach-of-2024/

Photo: https://www.wired.com/story/roku-breach-hits-567000-users/
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Multifactor 
Authentication 
(MFA)
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MFA

M U L T I F A C T O R  A U T H E N T I C A T I O N

Answer to bad passwords and password 

reuse is Multifactor Authentication. (And 

it’s a good idea anyway.)

PROPRIETARY AND CONFIDENTIAL.

https://www.microsoft.com/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-

99-9-percent-of-account-attacks/
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The Factors

M U L T I F A C T O R  A U T H E N T I C A T I O N

Something you are
Biometrics – fingerprint, facial recognition, etc.

Something you have
Cell phone, access card, authenticator app, etc.

Something you know
Username/password, challenge questions, etc.

PROPRIETARY AND CONFIDENTIAL.
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MFA should be used whenever possible – 
especially with systems with sensitive data

M U L T I F A C T O R  A U T H E N T I C A T I O N

AOC Implementation Examples

Zoom.gov

Office 365

KnowBe4

ARCourts – New system WILL require MFA and 

12-character passwords

Personal Accounts

Banking

Email

Social Media

PROPRIETARY AND CONFIDENTIAL.
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Not a Silver Bullet!

M U L T I F A C T O R  A U T H E N T I C A T I O N

AOC Examples
Linda Incident 

Approved MFA

Brooke Incident 

Session Token

MFA is not 100% effective. Be mindful 
of approving MFA requests.

PROPRIETARY AND CONFIDENTIAL.
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MFA Fatigue/Prompt 
Bombing

M U L T I F A C T O R  A U T H E N T I C A T I O N

Tips
• Don’t give in!

• May indicate attacker knows your 

username and password

• Change your password.

• Some services allow for a password 

change online that will trigger MFA 

method. M365 allows this.

What is it?
Attacker triggers a high level of authentication 

requests in hopes of user accepting

PROPRIETARY AND CONFIDENTIAL.
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Prompt Bombing

M U L T I F A C T O R  A U T H E N T I C A T I O N

Public Sector Breaches – Social 
Engineering

• Prompt bombing 43%                 

(4.3% overall)

• Phishing 43%                                

(4.3% overall)

PROPRIETARY AND CONFIDENTIAL.

Verizon 2025 Data Breach Investigations 

Report
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Password 
Managers
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Lastpass

P A S S W O R D  M A N A G E R S

Go to www.Lastpass.com to 

sign up for a free account

PROPRIETARY AND CONFIDENTIAL.

http://www.lastpass.com/
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Account Creation

P A S S W O R D  M A N A G E R S

Here you can sign up using an email 

and a secure password.

Make sure to use a good, long 

passphrase you can remember. (at 

least 14 characters in length)

PROPRIETARY AND CONFIDENTIAL.
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Adding Passwords

P A S S W O R D  M A N A G E R S

PROPRIETARY AND CONFIDENTIAL.
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Basic Login 
Setup

P A S S W O R D  M A N A G E R S

PROPRIETARY AND CONFIDENTIAL.
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Organizing Logins

P A S S W O R D  M A N A G E R S

• Logins can be 

organized by folder

• Add a new Login or 

new Folder with the “+” 

icon at the bottom right.

PROPRIETARY AND CONFIDENTIAL.
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Adding Passwords

P A S S W O R D  M A N A G E R S

You may be prompted to add a 

password upon first login on 

an existing account or when creating a 

new account. Be sure to click the edit 

button to check the details.

When creating an account it 

will offer password suggestions.

When signing into a site it will ask 

you if you want to add it to 

LastPass.

PROPRIETARY AND CONFIDENTIAL.
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Adding Passwords

P A S S W O R D  M A N A G E R S

Make sure you verify 

the information is correct 

before clicking 

“Add password”.

PROPRIETARY AND CONFIDENTIAL.

You can select a folder if it fits one 

you have already created. You will 

also have the option to choose autofill, 

auto login, or require master 

password re-prompt. Autofill is set 

by default.
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Adding Passwords

P A S S W O R D  M A N A G E R S

When you add a login without specifying a folder, it will show 

up in the “(none)” folder where you can assign it. This 

feature does require the extension to be installed so talk with 

your local IT first.

PROPRIETARY AND CONFIDENTIAL.
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LastPass Vault

P A S S W O R D  M A N A G E R S

Now when we go to 

our LastPass we can click 

Launch. This will open a new 

tab and go to the URL. Based 

on your settings it will 

autologin or auto fill, and 

you will only need to click 

sign-in.

PROPRIETARY AND CONFIDENTIAL.
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Thank You
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